2.2.8 Vote Tabulating Program

Each voting system shall have a vote tabulation program that will meet
specific functional requirements.

2.2.8.1 Functions

The vote tabulating program software resident in each voting device, vote
count server, or other devices shall include all software modules required

to:

a.

b.

Monitor system status and generate machine-level audit reports;

Accommodate device control functions performed by polling place
officials and maintenance personnel;

Register and accumulate votes; and

Accommodate variations in ballot counting logic.

2.2.8.2 Voting Variations

There are significant variations among the election laws of the 50 states
with respect to permissible ballot contents, voting options, and the
associated ballot counting logic. The TDP accompanying the system shall
specifically identify which of the following items can and cannot be
supported by the system, as well as how the system can implement the
items supported:

a.

b.

Closed primaries;

Open primaries;

Partisan offices;

Non-partisan offices;

Write-in voting;

Primary presidential delegation nominations;
Ballot rotation;

Straight party voting;

Cross-party endorsement;
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Split precincts;

Vote for N of M;

Recall issues, with options;
Cumulative voting;
Ranked order voting; and

Provisional or challenged ballots.

2.2.9 Ballot Counter

For all voting systems, each device that tabulates ballots shall provide a

counter that:

a. Can be set to zero before any ballots are submitted for tally;

b. Records the number of ballots cast during a particular test cycle or
election;

c. Increases the count only by the input of a ballot;

d. Prevents or disables the resetting of the counter by any person other
than authorized persons at authorized points; and

e. Isvisible to designated election officials.

2.2.10 Telecommunications

For all voting systems that use telecommunications for the transmission of
data during pre-voting, voting or post-voting activities, capabilities shall be
provided that ensure data are transmitted with no alteration or unauthorized
disclosure during transmission. Such transmissions shall not violate the
privacy, secrecy, and integrity demands of the Standards. Section 5 of the
Standards describes telecommunications standards that apply to, at a
minimum, the following types of data transmissions:

Voter Authentication: Coded information that confirms the identity

of a voter for security purposes for a system that transmit votes
individually over a public network;
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o Ballot Definition: Information that describes to a voting machine the
content and appearance of the ballots to be used in an election;

e Vote Transmission to Central Site: For systems that transmit votes
individually over a public network, the transmission of a single vote
to the county (or contractor) for consolidation with other county
vote data;

e Vote Count: Information representing the tabulation of votes at any
one of several levels: polling place, precinct, or central count; and

e List of Voters: A listing of the individual voters who have cast
ballots in a specific election.

2.2.11 Data Retention

United States Code Title 42, Sections 1974 through 1974e, states that
election administrators shall preserve for 22 months “all records and paper
that came into (their) possession relating to an application, registration,
payment of poll tax, or other act requisite to voting.” This retention
requirement applies to systems that will be used at anytime for voting of
candidates for Federal offices (e.g., Member of Congress, United States
Senator, and/or Presidential Elector). Therefore, all systems shall provide
for maintaining the integrity of voting and audit data during an election and
for a period of at least 22 months thereafter.

Because the purpose of this law is to assist the Federal government in
discharging its law enforcement responsibilities in connection with civil
rights and elections crimes, its scope must be interpreted in keeping with
that objective. The appropriate state or local authority must preserve all
records that may be relevant to the detection and prosecution of federal civil
rights or election crimes for the 22-month federal retention period, if the
records were generated in connection with an election that was held in
whole or in part to select federal candidates. It is important to note that
Section 1974 does not require that election officials generate any specific
type or classification of election record. However, if a record is generated,
Section 1974 comes into force and the appropriate authority must retain the
records for 22 months.

For 22-month document retention, the general rule is that all printed copy
records produced by the election database and ballot processing systems
shall be so labeled and archived. Regardless of system type, all audit trail
information spelled out in subsection 4.5 of the Standards shall be retained
in its original format, whether that be real-time logs generated by the
system, or manual logs maintained by election personnel. The election audit
trail includes not only in-process logs of election-night (and subsequent
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processing of absentee or provisional ballots), but also time logs of baseline
ballot definition formats, and system readiness and testing results.

In many voting systems, the source of election-specific data (and ballot
formats) is a database or file. In precinct count systems, this data is used to
program each machine, establish ballot layout, and generate tallying files. It
is not necessary to retain this information on electronic media if there is an
official, authenticatable printed copy of all final database information.
However, it is recommended that the state or local jurisdiction also retain
electronic records of the aggregate data for each device so that
reconstruction of an election is possible without data re-entry. The same
requirement and recommendation applies to vote results generated by each
precinct device or system.

2.3 Pre-voting Functions
This section defines capabilities required to support functions performed

prior to the opening of polls. All voting systems shall provide capabilities to
support:

e Ballot preparation;

e Election programming;

e Ballot and program installation and control;

e Readiness testing;

e Verification at the polling place; and

e Verification at the central counting place.

The standards also include requirements to ensure compatible interfaces
with the ballot definition process and the reporting of election results.

2.3.8 Ballot Preparation

Ballot preparation is the process of using election databases to define the
specific contests, questions, and related instructions to be contained in
ballots and to produce all permissible ballot layouts. Ballot preparation
requirements include:

e General capabilities for ballot preparation;

e Ballot formatting; and

e Ballot production.
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2.3.8.1 General Capabilities
All systems shall provide the general capabilities for ballot preparation.

2.3.8.1.1 Common Standards

All systems shall be capable of:
a. Enabling the automatic formatting of ballots in accordance with the
requirements for offices, candidates, and measures qualified to be
placed on the ballot for each political subdivision and election district;

b. Collecting and maintaining the following data:
1. Offices and their associated labels and instructions;
2. Candidate names and their associated labels; and
3. Issues or measures and their associated text;

c. Supporting the maximum number of potentially active voting positions
as indicated in the system documentation;

d. For a primary election, generating ballots that segregate the choices in
partisan races by party affiliation;

e. Generating ballots that contain identifying codes or marks uniquely
associated with each format; and

f. Ensuring that vote response fields, selection buttons, or switches
properly align with the specific candidate names and/or issues printed
on the ballot display, ballot card or sheet, or separate ballot pages.

2.3.8.1.2 Paper-Based System Standards

In addition to the common standards, paper-based systems shall meet the
following standards applicable to the technology used:
a. Enable voters to make selections by punching a hole
or by making a mark in areas designated for this
purpose upon each ballot card or sheet;

b. For punchcard systems, ensure that the vote
response fields can be properly aligned with
punching devices used to record votes; and

c. For marksense systems, ensure that the timing
marks align properly with the vote response fields.
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2.3.8.2 Ballot Formatting

Ballot formatting is the process by which election officials or their
designees use election databases and vendor system software to define the
specific contests and related instructions contained on the ballot and present
them in a layout permitted by state law. All systems shall provide a
capability for:

a. Creation of newly defined elections;

b. Rapid and error-free definition of elections and their
associated ballot layouts;

c. Uniform allocation of space and fonts used for each office,
candidate, and contest such that the voter perceives no active
voting position to be preferred to any other;

d. Simultaneous display of the maximum number of choices for
a single contest as indicated by the vendor in the system
documentation;

e. Retention of previously defined formats for an election;

f. Prevention of unauthorized modification of any ballot
formats; and

g. Modification by authorized persons of a previously defined
ballot format for use in a subsequent election.

2.3.8.3 Ballot Production

Ballot production is the process of converting ballot formats to a media
ready for use in the physical ballot production or electronic presentation.

2.3.8.3.1 Common Standards

The voting system shall provide a means of printing or otherwise generating
a ballot display that can be installed in all system voting devices for which
it is intended. All systems shall provide a capability to ensure:

a. The electronic display or printed document on which the user
views the ballot is capable of rendering an image of the
ballot in any of the languages required by The Voting Rights
Act of 1965, as amended;

b. The electronic display or printed document on which the user
views the ballot does not show any advertising or
commercial logos of any kind, whether public service,
commercial, or political, unless specifically provided for in
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State law. Electronic displays shall not provide connection to
such material through hyperlink; and

c. The ballot conforms to vendor specifications for type of
paper stock, weight, size, shape, size and location of punch
or mark field used to record votes, folding, bleed through,
and ink for printing if paper ballot documents or paper
displays are part of the system.

2.3.8.3.2 Paper-Based System Standards

In addition to the common standards, vendor documentation for marksense
systems shall include specifications for ballot materials to ensure that vote
selections are read from only a single ballot at a time, without detection of
marks from multiple ballots concurrently (e.g., reading of bleed-through
from other ballots).

2.3.9 Election Programming

Election programming is the process by which election officials or their
designees use election databases and vendor system software to logically
define the voter choices associated with the contents of the ballots. All
systems shall provide for the:
a. Logical definition of the ballot, including the definition of
the number of allowable choices for each office and contest;

b. Logical definition of political and administrative
subdivisions, where the list of candidates or contests varies
between polling places;

c. Exclusion of any contest on the ballot in which the voter is
prohibited from casting a ballot because of place of
residence, or other such administrative or geographical
criteria;

d. Ability to select from a range of voting options to conform to
the laws of the jurisdiction in which the system will be used,
and

e. Generation of all required master and distributed copies of
the voting program, in conformance with the definition of
the ballots for each voting device and polling place, and for
each tabulating device.
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2.3.10 Ballot and Program Installation and Control

All systems shall provide a means of installing ballots and programs on
each piece of polling place or central count equipment in accordance with
the ballot requirements of the election and the requirements of the
jurisdiction in which the equipment will be used.

All systems shall include the following at the time of ballot and program

installation:

a.

A detailed work plan or other documentation providing a
schedule and steps for the software and ballot installation,
which includes a table outlining the key dates, events and
deliverables;

A capability for automatically verifying that the software has
been properly selected and installed in the equipment or in a
programmable memory devices and for indicating errors; and

A capability for automatically validating that software
correctly matches the ballot formats that it is intended to
process, for detecting errors, and for immediately notifying
an election official of detected errors.

2.3.11 Readiness Testing

Election personnel conduct equipment and system readiness tests prior to
the start of an election to ensure that the voting system functions properly,
to confirm that system equipment has been properly integrated, and to
obtain equipment status reports.

2.3.11.1 Common Standards
All systems shall provide the capabilities to:

a.

Verify that voting machines or vote recording and data
processing equipment, precinct count equipment, and central
count equipment are properly prepared for an election, and
collect data that verifies equipment readiness;

Obtain status and data reports from each set of equipment;

Verify the correct installation and interface of all system
equipment;

Verify that hardware and software function correctly;
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e. Generate consolidated data reports at the polling place and
higher jurisdictional levels; and

f. Segregating test data from actual voting data, either
procedurally or by hardware/software features.

Resident test software, external devices, and special purpose test software
connected to or installed in voting devices to simulate operator and voter
functions may be used for these tests provided that the following standards
are met:

a. These elements shall be capable of being tested separately,
and shall be proven to be reliable verification tools prior to
their use; and

b. These elements shall be incapable of altering or introducing
any residual effect on the intended operation of the voting
device during any succeeding test and operational phase.

2.3.11.2 Paper-Based Systems
Paper-based systems shall:

a.

Support conversion testing that uses all potential ballot positions as
active positions; and

Support conversion testing of ballots with active position density for
systems without pre-designated ballot positions.

2.3.12 Verification at the Polling Place

Election officials perform verification at the polling place to ensure that all
voting systems and equipment function properly before and during an
election. All systems shall provide a formal record of the following, in any
media, upon verification of the authenticity of the command source:

a.

b.

The election’s identification data;

The identification of all equipment units;

The identification of the polling place;

The identification of all ballot formats;

The contents of each active candidate register by office and of each

active measure register at all storage locations (showing that they
contain only zeros);
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f. A list of all ballot fields that can be used to invoke special voting
options; and

g. Other information needed to confirm the readiness of the equipment,
and to accommodate administrative reporting requirements.

To prepare voting devices to accept voted ballots, all voting systems shall
provide the capability to test each device prior to opening to verify that each
is operating correctly. At a minimum, the tests shall include:

a. Confirmation that there are no hardware or software failures; and

b. Confirm that the device is ready to be activated for accepting votes.

If a precinct count system includes equipment for the consolidation of
polling place data at one or more central counting places, it shall have
means to verify the correct extraction of voting data from transportable
memory devices, or to verify the transmission of secure data over secure
communication links.

2.3.13 Verification at the Central Location

Election officials perform verification at the central location to ensure that
vote counting and vote consolidation equipment and software function
properly before and after an election. Upon verification of the authenticity
of the command source, any system used in a central count environment
shall provide a printed record of the following :

a. The election’s identification data;

b. The contents of each active candidate register by office and of each
active measure register at all storage locations (showing that they
contain all zeros); and

c. Other information needed to ensure the readiness of the equipment
and to accommodate administrative reporting requirements.

2.4 Voting Functions

All systems shall support:
e Opening the polls; and

e Casting a ballot.

Additionally, all DRE systems shall support:
e Activating the ballot.
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e Augmenting the election counter; and

e Augmenting the life-cycle counter.

2.4.8 Opening the Polls

The capabilities required for opening the polls are specific to individual
voting system technologies. At a minimum, the systems shall provide the
functional capabilities indicated below.

2.4.8.1 Opening the Polling Place (Precinct Count Systems)

To allow voting devices to be activated for voting, the system shall provide:
a. An internal test or diagnostic capability to verify that all of the
polling place tests specified in Section 2.3.5 have been successfully
completed; and

b. Automatic disabling any device that has not been tested until it has
been tested.

2.4.8.2 Paper-Based System Standards

The standards for opening the polling place for paper-based systems consist
of common standards and additional standards that apply to precinct count
paper-based systems.

2.4.8.2.1 All Paper-Based Systems

To facilitate opening the polls, all paper-based systems shall include:
a. A means of verifying that ballot punching or marking devices are
properly prepared and ready to use;

b. A voting booth or similar facility, in which the voter may punch or
mark the ballot in privacy; and

c. Secure receptacles for holding voted ballots.

2.4.8.2.2 Precinct Count Paper-Based Systems

In addition to the above requirements, all paper-based precinct count
equipment shall include a means of:
a. Activating the ballot counting device;
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b.

C.

Verifying that the device has been correctly activated and is
functioning properly; and

Identifying device failure and corrective action needed.

2.4.8.3 DRE System Standards
To facilitate opening the polls, all DRE systems shall include:

a.

A security seal, a password, or a data code recognition capability to
prevent the inadvertent or unauthorized actuation of the poll-
opening function;

A means of enforcing the execution of steps in the proper sequence
if more than one step is required,;

A means of verifying the system has been activated correctly; and

A means of identifying system failure and any corrective action
needed.

2.4.9 Activating the Ballot (DRE Systems)

To activate the ballot, all DRE systems shall:

a.

Enable election officials to control the content of the ballot
presented to the voter, whether presented in printed form or
electronic display, such that each voter is permitted to record votes
only in contests in which that voter is authorized to vote;

Allow each eligible voter to cast a ballot;

Prevent a voter from voting on a ballot to which he or she is not
entitled; and

Prevent a voter from casting more than one ballot in the same
election.

Activate the casting of a ballot in a general election;

Enable the selection of the ballot that is appropriate to the party
affiliation declared by the voter in a primary election;

Activate all portions of the ballot upon which the voter is entitled to
vote; and
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h.

Disable all portions of the ballot upon which the voter is not entitled
to vote.

2.4.10 Casting a Ballot

Some required capabilities for casting a ballot are common to all systems.
Others are specific to individual voting technologies or intended use.
Systems must provide additional functional capabilities that enable
accessibility to disabled voters as defined in Section 2.2.7 of the Standards.

2.4.10.1 Common Standards
To facilitate casting a ballot, all systems shall:

a.

Provide text that is at least 3 millimeters high and provide the
capability to adjust or magnify the text to an apparent size of 6.3
millimeters;

Protect the secrecy of the vote such that the system cannot reveal
any information about how a particular voter voted, except as
otherwise required by individual State law;

Record the selection and non-selection of individual vote choices for
each contest and ballot measure;

Record the voter’s selection of candidates whose names do not
appear on the ballot, if permitted under State law, and record as
many write-in votes as the number of candidates the voter is allowed
to select;

In the event of a failure of the main power supply external to the
voting system, provide the capability for any voter who is voting at
the time to complete casting a ballot, allow for the graceful
shutdown of the voting system without loss or degradation of the
voting and audit data, and allow voters to resume voting once the
voting system has reverted to back-up power; and

Provide the capability for voters to continue casting ballots in the
event of a failure of a telecommunications connection within the
polling place or between the polling place and any other location.

2.4.10.2 Paper-Based Systems Standards
The standards for casting a ballot for paper-based systems consist of
common standards and additional standards that apply to precinct count
paper-based systems.
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2.4.10.2.1 All Paper-Based Systems

All paper-based systems shall:

a.

Allow the voter to easily identify the voting field that is associated
with each candidate or ballot measure response;

Allow the voter to punch or mark the ballot to register a vote;
Allow either the voter or the appropriate election official to place the
voted ballot into the ballot counting device (for precinct count

systems) or into a secure receptacle (for central count systems); and

Protect the secrecy of the vote throughout the process.

2.4.10.2.2 Precinct Count Paper-Based Systems

In addition to the above requirements, all paper-based precinct count
systems shall:

a.

Provide feedback to the voter that identifies specific contests or
ballot issues for which an overvote or undervote is detected:;

Allow the voter, at the voter’s choice, to vote a new ballot or submit
the ballot ‘as is’ without correction; and

Allow an authorized election official to turn off the capabilities
defined in *a’ and ‘b’ above.

2.4.10.3 DRE Systems Standards
In addition to the above common requirements, DRE systems shall:

a.

Prohibit the voter from accessing or viewing any information on the
display screen that has not been authorized by election officials and
preprogrammed into the voting system (i.e., no potential for display
of external information or linking to other information sources);

Enable the voter to easily identify the selection button or switch, or
the active area of the ballot display that is associated with each
candidate or ballot measure response;

Allow the voter to select his or her preferences on the ballot in any
legal number and combination;

Indicate that a selection has been made or canceled;

Indicate to the voter when no selection, or an insufficient number of
selections, has been made in a contest;
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Prevent the voter from overvoting;

Notify the voter when the selection of candidates and measures is
completed;

Allow the voter, before the ballot is cast, to review his or her choices
and, if the voter desires, to delete or change his or her choices before
the ballot is cast;

For electronic image displays, prompt the voter to confirm the
voter's choices before casting his or her ballot, signifying to the
voter that casting the ballot is irrevocable and directing the voter to
confirm the voter’s intention to cast the ballot;

Notify the voter after the vote has been stored successfully that the
ballot has been cast;

Notify the voter that the ballot has not been cast successfully if it is
not stored successfully, including storage of the ballot image, and
provide clear instruction as to the steps the voter should take to cast
his or her ballot should this event occur;

Provide sufficient computational performance to provide responses
back to each voter entry in no more than three seconds;

. Ensure that the votes stored accurately represent the actual votes
cast;

Prevent modification of the voter’s vote after the ballot is cast;
Provide a capability to retrieve ballot images in a form readable by
humans (in accordance with the requirements of Section 2.2.2.2 and
2.2.4.2);

Increment the proper ballot position registers or counters;

Protect the secrecy of the vote throughout the voting process;

Prohibit access to voted ballots until after the close of polls;

Provide the ability for election officials to submit test ballots for use
in verifying the end-to-end integrity of the system; and

Isolate test ballots such that they are accounted for accurately in vote

counts and are not reflect in official vote counts for specific
candidates or measures.

57



2.5 Post-Voting Functions

All systems shall provide capabilities to accumulate and report results for
the jurisdiction and to generate audit trails. In addition, precinct count
systems must provide a means to close the polling place including
generating appropriate reports. If the system provides the capability to
broadcast results, additional standards apply.

2.5.8 Closing the Polling Place (Precinct Count)

These standards for closing the polling place are specific to precinct count
systems. The system shall provide the means for:
a. Preventing the further casting of ballots once the polling place has
closed,;

b. Providing an internal test that verifies that the prescribed closing
procedure has been followed, and that the device status is normal;

c. Incorporating a visible indication of system status;
d. Producing a diagnostic test record that verifies the sequence of

events, and indicates that the extraction of voting data has been
activated; and

e. Precluding the unauthorized reopening of the polls once the poll
closing has been completed for that election.

2.5.9 Consolidating Vote Data

All systems shall provide a means to consolidate vote data from all polling
places, and optionally from other sources such as absentee ballots,
provisional ballots, and voted ballots requiring human review (e.g., write-in
votes).

2.5.10 Producing Reports

All systems shall be able to create reports summarizing the data on multiple
levels.
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2.5.10.1 Common Standards
All systems shall provide capabilities to:

a.

Support geographic reporting, which requires the reporting of all
results for each contest at the precinct level and additional
jurisdictional levels;

Produce a printed report of the number of ballots counted by each
tabulator;

Produce a printed report for each tabulator of the results of each
contest that includes the votes cast for each selection, the count of
undervotes, and the count of overvotes;

Produce a consolidated printed report of the results for each contest
of all votes cast (including the count of ballots from other sources
supported by the system as specified by the vendor) that includes the
votes cast for each selection, the count of undervotes, and the count
of overvotes;

Be capable of producing a consolidated printed report of the
combination of overvotes for any contest that is selected by an
authorized official (e.g.; the number of overvotes in a given contest
combining candidate A and candidate B, combining candidate A and
candidate C, etc.);

Produce all system audit information required in Section 4.5 in the
form of printed reports, or in electronic memory for printing
centrally; and

Prevent data from being altered or destroyed by report generation, or
by the transmission of results over telecommunications lines.

2.5.10.2 Precinct Count Systems

In addition to the common reporting requirements, all precinct count voting
systems shall:

a.

Prevent the printing of reports and the unauthorized extraction of
data prior to the official close of the polling place;

Provide a means to extract information from a transportable
programmable memory device or data storage medium for vote
consolidation;

Consolidate the data contained in each unit into a single report for

the polling place when more than one voting machine or precinct
tabulator is used; and
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d. Prevent data in transportable memory from being altered or
destroyed by report generation, or by the transmission of results over
telecommunications lines.

2.5.11 Broadcasting Results

Some voting systems offer the capability to make unofficial results
available to external organizations such as the news media, political party
officials, and others. Although this capability is not required, systems that
make unofficial results available shall:
a. Provide only aggregated results, and not data from individual
ballots;

b. Provide no access path from unofficial electronic reports or files to
the storage devices for official data; and

c. Clearly indicate on each report or file that the results it contains are
unofficial.

2.6 Maintenance, Transportation, and Storage

All systems shall be designed and manufactured to facilitate preventive and
corrective maintenance, conforming to the hardware standards described in
Section 3.

All vote casting and tally equipment designated for storage between
elections shall:

2.6.8.1.1 Function without degradation in capabilities after
transit to and from the place of use, as demonstrated by
meeting the performance standards described in Section 3;
and

a. Function without degradation in capabilities after storage between
elections, as demonstrated by meeting the performance standards
described in Section 3.
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